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Introduction
The US government has increasingly emphasized resilience planning for critical infrastructure.
Presidential Policy Directive 21 (White House, 2013) states that critical infrastructure “must be
secure and able to withstand and rapidly recover from all hazards,” where the combination of
‘withstanding’ and ‘recovering’ from disruptions constitutes resilience. The resilient operation of
critical infrastructures is “essential to the Nation’s security, public health and safety, economic
vitality, and way of life” (DHS, 2013). DHS planning documents highlight terrorist attacks, natural
disasters, and manmade hazards, all of which could exacerbate our aging and vulnerable
infrastructure networks, whose general condition was given a grade of D+ (ASCE, 2013).
As risk is often viewed as the combination of disruptive scenario, likelihood, and consequence, the
study of resilience can be viewed as a special case of risk when ‘consequence’ is measured in terms
of vulnerability to and length of disruption resulting from a disruptive scenario. This is true across
many applications, including infrastructure networks. Reducing risk in infrastructure networks, in
terms of an ability to withstand a disruptive scenario (reducing vulnerability) and an ability to recover
(increasing recoverability), can be achieved as the result of building network resilience. As such,
resilience management can be viewed as an important component of risk management depending
on how the consequence of a disruptive scenario is defined. And much like the quantification of risk,
the quantification of resilience is scenario-specific: a network’s resilience is a function of the
conditions surrounding the disruption (Haimes, 2009).

Metrics
Resilience has increasingly been seen in the literature, and measures of resilience have seen a recent
increase (Hosseini et al., 2016). This paper focuses on a particular paradigm for describing the
behavior of a network before, during, and after a disruptive scenario 𝑒𝑒 𝑗𝑗 , originally offered by Henry
and Ramirez-Marquez (2012) and subsequently refined by Barker et al. (2013), Pant et al. (2014), and
Baroud et al. (2014a) and applied with network applications. The network, whose behavior is
depicted in Figure 1, operates in state 𝑆𝑆0 until a disruption occurs at 𝑡𝑡e , and at time 𝑡𝑡d the network
reaches its maximum disrupted state 𝑆𝑆d . Recovery from the disruption commences at time 𝑡𝑡s , and
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state 𝑆𝑆f is attained at time 𝑡𝑡f and is maintained thereafter. The performance of the network is
measured with 𝜑𝜑(𝑡𝑡), which assumes that a larger value of network performance is preferred,
therefore a degradation caused by 𝑒𝑒 𝑗𝑗 leads to a decrease in 𝜑𝜑(𝑡𝑡). Figure 1 depicts the behavior of
𝜑𝜑(𝑡𝑡) before, during, and after disruption 𝑒𝑒 𝑗𝑗 .

Figures 1 and 2 illustrate three dimensions of resilience: reliability, vulnerability, and recoverability.
Prior to disruptive scenario 𝑒𝑒 𝑗𝑗 , the ability of the network to meet performance expectations is
described by its reliability (Ebeling, 2010; Modarres et al., 2010). Jonsson et al. (2008) define
vulnerability as the magnitude of network damage given the occurrence of a particular disruptive
scenario, complementary in concept to robustness in the “resilience triangle” literature in civil
infrastructure (Bruneau et al., 2003). Recoverability is related to understanding the ability and speed
of networks to recover after a disruptive scenario, similar in concept to rapidity in the “resilience
triangle” literature in civil infrastructure [Bruneau et al. 2003].

Figure 1. Graphical depiction of decreasing network performance, ϕ(t), across several state transitions over time.

Resilience is defined here as the time dependent ratio of recovery over loss, or Я(𝑡𝑡) =
Recovery(𝑡𝑡)⁄Loss(𝑡𝑡), noting the notation for resilience, Я (Whitson & Ramirez-Marquez 2009) as R
is commonly reserved for reliability. Eq. (1) formalizes this measure, where 𝜑𝜑(𝑡𝑡0 ) refers to the ‘asplanned’ performance level of the network, 𝑡𝑡d is the point in time after the disruption where
network performance is at its most disrupted level, recovery of the network occurs between times 𝑡𝑡s
and 𝑡𝑡f , and any quantification of resilience requires the occurrence of disruptive scenario 𝑒𝑒 𝑗𝑗 . Eq. (1) is
used for networks whose performance is reflected in Figure 1.
Я𝜑𝜑 �𝑡𝑡|𝑒𝑒 𝑗𝑗 � =

𝜑𝜑�𝑡𝑡|𝑒𝑒 𝑗𝑗 � − 𝜑𝜑�𝑡𝑡d |𝑒𝑒 𝑗𝑗 �
𝜑𝜑(𝑡𝑡0 ) − 𝜑𝜑(𝑡𝑡d |𝑒𝑒 𝑗𝑗 )

(1)

Hosseini et al. (2016) provide a recent review of several definitions and quantitative measures of
resilience, particularly from the perspective of engineering systems and networks. Another common
measure is the normalized area below the 𝜑𝜑(𝑡𝑡) curve in Figure 1 (Bruneau et al., 2003; Zobel 2011).
This idea was applied particularly to networks by Ganin et al. (2016), who define a network 𝐺𝐺(𝑁𝑁, 𝐿𝐿)
with set of nodes 𝑁𝑁 and links 𝐿𝐿. In the context of Figure 1, the performance of a network at time 𝑡𝑡 is

2

𝜑𝜑(𝑡𝑡; 𝑁𝑁, 𝐿𝐿, 𝐶𝐶), where 𝐶𝐶 is the set of temporal decision rules and strategies to improve network
resilience, noting explicitly that resilience is not only a function of the disruptive scenario but also of
the actions taken to improve it. Similar to Bruneau et al. (2003), Ganin et al. (2016) measure
resilience with Eq. (2), where resilience is measured between time 0 and a control time 𝑇𝑇𝐶𝐶 , 𝐸𝐸 is the
set of disruptions (e.g., possible node attacks), and 𝜑𝜑 𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 is the undisrupted network
performance level (similar to 𝜑𝜑(𝑡𝑡0 )).
Я𝜑𝜑 (𝐸𝐸, [0, 𝑇𝑇𝐶𝐶 ]) =

𝑇𝑇𝐶𝐶
1
∑
𝜑𝜑(𝑡𝑡; 𝑁𝑁, 𝐿𝐿, 𝐶𝐶)
|𝐸𝐸| 𝐸𝐸 ∫𝑡𝑡=0
𝑇𝑇

𝐶𝐶
𝜑𝜑𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛𝑛 (𝑡𝑡; 𝑁𝑁, 𝐿𝐿, 𝐶𝐶)
∫𝑡𝑡=0

(2)

Network performance, 𝜑𝜑(𝑡𝑡), can be defined in a number of ways. For example, Almoghathawi et al.
(2016) describe network performance as the extent to which demand is being met at the demand
nodes of a network, an important consideration in electric power or water networks. In
transportation network applications (e.g., Jenelius & Mattson (2015)), origin/destination travel times
or network flow may appropriately measure network performance. Ganin et al. (2016) propose the
proportion of active nodes in a network as a measure of performance. Gao et al. (2016) also use a
graph theoretic measure of network performance,
Several related measures can be derived from Eqs. (1) and (2) (Pant et al. 2014), including: (i) time to
complete restoration, or the total time spent from the point 𝑡𝑡s when recovery activities commence
up to the time when all recovery activities are finalized, (ii) time to full network resilience, or the time
spent from 𝑡𝑡s up to the time when Я𝜑𝜑 �𝑡𝑡|𝑒𝑒 𝑙𝑙 � = 1 (note that for network applications, flow can be at
its maximum when links are still disrupted, thus the distinction between (i) and (ii)), and (iii) time to
𝛼𝛼 ×100% resilience, or the time spent from 𝑡𝑡s up to when Я𝜑𝜑 �𝑡𝑡|𝑒𝑒 𝑙𝑙 � = 𝛼𝛼.
As one might imagine, there is a dependence relationship among the three dimensions of resilience
from Figures 1 and 2. Strengthening reliability through network protection and hardening may
reduce the impact experienced after 𝑒𝑒 𝑗𝑗 , thus investments in reliability may assist in reducing
vulnerability. Likewise, a less vulnerable network (or a network that is more capable of withstanding
a disruptive scenario) is more easily restored. Thus, an investment in reducing vulnerability can pay
dividends in improving recoverability, even though these risk management options are very different
from each other. There exists a tradeoff among reliability, vulnerability, and recoverability, where
pre-disruption investments may be less expensive than post-disruption investments to achieve and
maintain similar levels of network performance before and after a disruptive scenario. And naturally,
there exists a likelihood that the scenario occurs (and thus recoverability is necessary).

Annotated bibliography
Bursztein and Goubault-Larreq (2007) proposed a logic-based framework to assess the resilience of
computers networks against disruptions such as malicious intruders as well as random faults. Their
proposed model uses two-layered presentation of dependencies between files and services and also
quick response to the incidents. Sterbenz et al. (2013) described a comprehensive methodology to
assess network resilience through a combination of topology generation, simulation, and
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experimental emulation techniques with the goal of improving the resilience and solvability of the
future internet. Trivedi et al. (2009) reviewed the definitions and metrics for network resilience.
Individual dimensions of network resilience (reliability, vulnerability, recoverability) have been well
studied. Reliability typically quantifies the likelihood of connectivity of a network (Mandaltsis &
Kontoleon, 1987; Jan, 1993; Ramirez-Marquez & Rocco, 2008, 2009).
Numerous works study network vulnerability, noting that vulnerability is highly dependent upon the
type and extent of disruption 𝑒𝑒 𝑗𝑗 (Crucitti et al., 2005; Zio et al., 2008; Zhang et al., 2011). In
particular, Nicholson et al. (2016) propose measures of network vulnerability based on network flow,
as opposed to most studies that emphasize topology (Holme et al., 2002; Holmgren, 2006; Wu et al.,
2011; Johansson et al., 2011; Johansson et al., 2013).
The work on optimizing recovery typically involves the order and scheduling of links to restore (Gong
et al., 2009; Matisziw et al., 2010; Aksu & Ozdamar, 2014; Nurre et al., 2012; Cavdaroglu et al., 2013).
To identify the important components (nodes/links) contributing to the resilience of a network,
Barker et al. (2013) offer some resilience-based component importance measures derived from Eqs.
(1) and (2). Fang et al. (2016) extend this approach with some new measures.
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