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Planning for the Unknown

Risk management techniques have contributed greatly to improving reliability and safety in society.
But they have been less effective in dealing with some complex risks with substantial consequences
for social, economic and physical systems.

Paradoxically, for some of the most critical societal risks they can do more harm than good unless
applied carefully. In the case of challenges to national security or natural disasters, for example,
classical structured methodologies can engender false confidence around matters that are inherently
unknowable. Analytical methodologies with proven value in managing recurring risks, even in
complex environments, have been less effective with multi-dimensional risks or societal systems that
have been stressed beyond normal.

There is a wide-spread perception that the risk landscape is changing rapidly. To the extent that this
is true it is only partly because of new and ill-defined threats, hazards, accidents, and other sources
of harm. A bigger factor by far is the ever-growing complexity in society that makes it nearly
impossible to anticipate and contain their potential consequences. Unusual circumstances have
been triggering disproportionate, wide-ranging, and unexpected effects, largely because ever more
complex systems fail to cope with increasing concentrations of people and wealth.

New vulnerabilities are arising for many well-known reasons: global interconnectedness,
demographic changes, modern business practices, new systemic risks, and reliance on closely-
coupled infrastructure systems among others. These can create conditions that allow problems to
spread rapidly, cascade unpredictably, and manifest in novel ways. Such situations inevitably
damage the foundations of social planning, such as assumptions about order, cause and effect,
rational choice, and intentional capability.

This escalating uncertainty in the propagation of harm obliges risk practitioners to adopt more
comprehensive methods of limiting the effects in their policies, strategies, and practices.
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Risk management has traditionally been oriented to pre-emptive control. Over time it has evolved
from mitigation at source to addressing vulnerabilities, managing adverse consequences, and
transferring potential costs. But, while effective for familiar risks, the widening concepts of risk and
its management have been carrying increasing baggage; limitations have been exposed for growing
classes of risk, especially those involving complex dynamic systems.

For one thing, such approaches require prior knowledge that the risks exist — through analysis,
historical experience, or evidence of specific threats and hazards. Successful management requires
understanding not just of the risk sources (nature, scale, likelihood, potential effects, etc.), but of the
pathways by which harm might propagate. The potential combined consequences are largely shaped
by many unpredictable ‘system’ factors such as societal vulnerabilities, community culture, and the
dynamics of social and organisational networks.

Integrating Proaction and Reaction

Because they are, by definition, least familiar, critical issues need greater allowances for uncertainty,

ambiguity, and complexity. Probabilistic assessments on their own cannot be expected to contribute
meaningfully; major events usually occur too infrequently to be of much influence in normal planning
timescales for businesses and governments.

Such situations need to be managed with a different balance of reactive and proactive strategies.
Comprehensive planning that is based on a mix of specific risk controls (where justified on cost-
benefit grounds) and that also fosters strong resilience in sub-systems and throughout organisational
processes usually provides a more pragmatic means of addressing unfamiliar threats or hazards.
Having such an orientation to resilience and adaptation will usually be more effective for
extraordinary multifarious risks, large-scale societal issues, emerging problems, or threats with high
uncertainty.

Resilience has some way to evolve as both a formal discipline and an operational paradigm. Despite
its conceptual simplicity, there is no universally accepted definition and there are semantic
differences to be resolved. It is usually characterised as a behavioural property of a system as it
responds to and recovers from shock. It differs from risk management in its focus on inter-
relationships between system elements. It depends on the functioning of physical systems, the
availability and quality of information, and the way that the different elements operate individually
and collectively.

In the context of governance arrangements, risk management and resilience can have a degree of
overlap or complementarity in both concept and definition. The two, however, are fundamentally
and distinctively separate, notwithstanding views held in some quarters about one being a subset or
outcome of the other.

To the greatest extent possible the governance arrangements for both risk management and
resilience building should be established within a single integrated framework. While the detail will
depend on how responsibilities are shared, this is an important principle at all levels of government
and business. A single integrated framework can have a number of advantages by:

e encouraging systems planning and holistic management;
e improving the chances of exposing rogue conditions;



e identifying effective control measures;

e strengthening coordination and balanced management;

e revealing trade-offs and management efficiencies;

e providing a knowledge base for potential adaptive management.

In overall effect this brings about a shift of focus from problems to resolution — improving the
situation, not eliminating the problem. At the same time, investments in resilience, including
adaptive capacity, can have wider long-term utility for governments and businesses. Generic
resilience-building that concentrates on core needs can be especially cost-effective for the
innumerable rare risks that are possible or plausible, but that cannot individually be foreseen and
mitigated.

Layered Risk Governance

Methods of resilience and risk management have to be employed with care to avoid wasted effort.
The framework is especially important. Governance needs to be framed in the context of social
objectives, such as public safety, community functioning, organisational stability, or business
continuity, rather than through the lens of individual events, hazards, threats, or vectors of harm.

In a community, for instance, resilience will only be effective if there is clarity about the ways that
various elements in social systems might interact, and, in particular, an agreed view on what might
accelerate recovery and what might retard it. Any interventions must take into account not only
questions of feasibility, efficacy and cost-benefit utility, but societal expectations such as public
acceptability, trust, accountability, legality, and long-term sustainability.

Thus, a comprehensive system for risk governance will be one in which there is layered effort on
several fronts such that:

e known sources of peril are assessed, repelled, attenuated, avoided, or deflected in ways that
are practical and cost-effective, and appropriate for those potentially at risk;

e exposure and susceptibility are reduced in vulnerable elements, including stakeholders,
organisations, infrastructure, and assets;

e generic resilience is enhanced to attenuate unexpected forms of harm and absorb
disturbances so that those threatened can respond quickly, improvise and adapt as
appropriate, and evolve to a stronger state following a disruption.

Because complex failure routes are intrinsically unpredictable, the effects must be brought under
control as quickly as possible. Much will depend on the governance arrangements in place, including
provisions for helpful features such as: early detection, fast sense-making, speed of response, quick
control of evolving problems, generic preparations, availability of resources, pre-planned decision-
making, devolved and flexible management, adaptive capacity, rapid experimentation with ‘safe-to-
fail’ interventions, real-time modelling of the effects of multiple interventions, rapid learning, and
heuristic decision-making.



Implementation

Because it is oriented to outcomes rather than inputs, and tends to be an emergent feature of a
system in action, resilience is not easily quantified a priori. It represents the overall reaction to
shocks rather than any pre-determinable metric in static terms. It is not just a measure of the
controls in place, but a characterisation of how the whole system behaves and adapts to internal or
external stresses. Ultimately it is a reflection of the success of the risk governance in place for the
combined ‘Source-&-Society system’ in dynamic mode.

To a limited extent it is possible to develop measures of effectiveness in respect of managing familiar
risks such as in personal safety, medicine, agriculture, manufacturing, and emergency management.
More complex situations or large-scale events need to be approached through modelling and
predictive simulation. Good practice usually involves the use of proxies and indirect indicators of
governance such as situational awareness, quality of planning, capacity for adaptation, ability to
learn from experience, and so forth.

The experience of systems thinking in the engineering world has much to offer for resilience
governance. Engineering systems have evolved over centuries to maximise their overall fitness to
handle disruption from accidents, natural hazards, human failings, deliberate attacks, technical
weaknesses, and other sources of harm. Achieving those ends requires deep knowledge of the
system in a suitably wide context, an understanding of the environment in which the system sits, and
confidence that all control elements are fit for purpose. The essential attributes of a ‘healthy’ system
have been described in the following terms:

e Completeness - all necessary elements are present

e Balance — weight given to each element is appropriate for purpose

e (Cohesion — connections and interactions are present and suitable

e (Consistency — elements consistent with each other and overall purpose
e (Clarity — no ambiguity about elements or connections.

The arguments set out here suggest that a general management strategy for extraordinary risks of all
kinds should be based on four integrated phases of governance:

1. System: manage the system coherently
Analyse the system continuously to try to understand its main features — i.e. investigate
essential elements of the organisation, business, network, or nation to identify the parts
and relationships, roles and responsibilities, strengths and weaknesses, and other factors;

2. Risks: mitigate discrete risks
Undertake risk analysis and management for distinct hazards and threats, potential

vectors of harm, and system vulnerabilities, in order to examine options for mitigation or
for modification of potential consequences on the basis of cost-benefit analysis;

3. Resilience: enhance generic resilience
Build generic resilience throughout the system for diverse scenarios on the assumption

that there could be significant unknowns in both the sources of harm and the pathways,
and in the reactions of those threatened;



4. Adaptation: pre-plan flexible management in response
Put in place arrangements and capacity for high-level governance and adaptive

management to enable a rapid and flexible response if exceptional shocks should occur or
systems are overwhelmed.

This layered strategy can be applied to the management of most forms of risk. The balance of
investments in each of the four steps depends critically on factors such as the nature of the risk, its
potential significance for the organisation or business, and the quality of knowledge.

Three broad categories may be described:

e Itis not usually cost effective to mitigate for very rare threats or hazards (e.g. meteorites)
given that there can be so many that are plausible but individually unlikely; any occurrences
are best covered by response services and fast flexible management.

e With regularly occurring risks, experience helps to define the range of uncertainties and put
adequate arrangements in place as part of normal professional practices. Examples include
urban fires, storms, individual medical interventions, industrial failures, hazardous materials
spills, supply chain interruptions, criminal activities, and highway accidents, among many.

e High-end risks, such as major natural disasters, warfare, para-military operations, global
warming, challenges to sovereignty, financial crises, and trans-national threats, where there
is little relevant experience and high stakes, require more comprehensive strategies based on
appropriate risk governance, scenario testing, generic resilience, and adaptation.

Notes on operationalising the four steps in this strategy are provided at Annex.

Conclusions

The future of governance for dealing with extraordinary risks will increasingly need to be based on
community attributes such as social capital, informal communication networks, and organisational
culture. It will inevitably require a different balance of proactive and reactive management, and
changes to risk governance. Above all, it will require a re-orientation of purpose: with the prime
focus being on achieving stability, safety, and security, rather than managing threats and hazards.

In particular, experience of major disasters suggests that the changes will need to concentrate on a
better balance of proactive and reactive practice. Such an approach must involve some or all of the
following: better decision-making under uncertainty; less reliance on risk avoidance and simple
precautionary policies; greater use of probabilistic techniques where relevant; recognition that many
risks have deep uncertainties or are inherently stochastic in nature; planning based on principles and
guidelines, rather than rules or standard operating procedures; decentralisation, subsidiarity, and
devolution of responsibilities; more openness to ideas when confronting unfamiliar crises; instinctual
decision-making rather than simple deductive logic; empowerment to encourage bottom-up as well
as top-down management; frameworks that facilitate action rather than prescriptive plans;
acceptance of self-organising-structures and evolving behaviour in dealing with crises; and trial-and-
error experimentation to investigate options for response and recovery.
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ANNEX: Guidelines for Resilience

System : Manage the System as a Whole

Take a structured approach to managing risks, reducing vulnerabilities, building resilience, and developing
adaptive capacity within the same single integrated framework

Have a systems perspective of all parts, including agents of hazard/threat and vectors, and the community
(especially factors contributing to social, environmental, and economic consequences)

Ensure that the system has Completeness; Balance; Cohesion; Consistency; and Clarity

Aim to understand interdependencies between the main elements, rules of interactions, causal chains etc.
Analyse linear and non-linear interactions — including under dynamic conditions and over long periods
Frame the issues in social terms, not as events or agents of harm

Orient to outcomes: e.g., security, stability, and safety for the organisation, society or nation

Establish clear governance arrangements across the system, and assign ownership of key risks

Test communication arrangements throughout the system under various conditions

Risks : Mitigate Discrete Risks

Manage known risks, individually and collectively, where practicable

Develop formal integrated risk management strategies (or prudent use of precautionary approaches)
Embed risk management in organisational behaviours

Pay attention to systemic risks, especially those with low probabilities and high impacts

Analyse initiating agents (threats and hazards) and vectors of harm, pathways, etc.

Undertake sensitivity analysis, and aim for quantitative measures where possible

Mitigate (i.e. treat or control) risks using cost-benefit analysis

Take account of uncertainty, acknowledging the intrinsic limits of risk management

Resilience : Build Generic Resilience

Assess known vulnerabilities, then ameliorate

Incorporate resilience-building into all organisational processes

Take account of, or reduce, exposure, susceptibility, and sensitivity

Manage through subsidiarity and clear devolution of responsibilities

Examine robustness of all critical elements, and provide redundancy

Enhance resilience within sub-systems and throughout the total system

Explore diverse scenarios and test against extreme conditions

Dampen potential for cascading interactions with ‘crack-stoppers’ and ‘circuit-breakers’
Consider social context, organisations, infrastructure, environment, and economy
Plan for unknown risks, generic shocks, and long-term adverse trends

Strengthen community networks, support arrangements, and organisational culture
Continually build social capital, and raise awareness

Adaptation : Adaptive Management in Response

Pre-plan decision-making arrangements for crises or extraordinary situations

Build capacity for fast, well-coordinated, flexible, responses (individual and collective)

Work to principles and guidelines, not rules

Sharpen early warning, anticipatory, and sense-making capabilities

Encourage evidence-based decision-making, rapid experimentation, and creative solutions

Be aware of the limitations of using SOPs or normal command and control management
Facilitate spontaneous self-organising groups of volunteers, and bottom-up decision-making
Continually review and improve, incorporate experience, and strengthen security/safety culture
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