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The International Risk Governance Council (IRGC) is an independent foundation 

based in Switzerland whose purpose is to help the understanding and manage-

ment of important, emerging global risks. It does so by identifying and drawing 

on the best scientifi c knowledge and, by combining it with the understanding of 

experts in the public and private sectors, developing fact-based risk governance 

recommendations for policy makers.

A particular concern of IRGC is that the opportunities fl owing from new techno-

logies and innovations are not forgone due to inadequate or inappropriate risk 

governance, including poor communication. When these technologies have the 

capacity to alleviate major global concerns, a failure to adopt them has potentially 

catastrophic consequences.

In 2005, the IRGC decided to address the risk governance of nanotechnology as 

an emerging technology that both offers potentially enormous benefi ts and pre-

sents signifi cant challenges to government, industry and society at large. The re-

commendations and the model presented in this Policy Brief are the fi nal pro-

duct of a multistage project process that included two expert workshops, a White 

Paper1 prepared and reviewed by a team of scientifi c and technical experts, key 

stakeholder surveys, and a multi-stakeholder conference in July 2006 attended by 

participants from more than 30 countries.

The project was led by Dr. Mihail Roco of the National Science Foundation and 

Prof. Ortwin Renn, Department of Environmental Sociology at the University of 

Stuttgart. Both were also co-authors of the IRGC White Paper. Other members of 

the project’s leadership team were Dr. Lutz Cleemann, Head of the Allianz Center 

for Technology in Ismaning, Germany, Dr. Thomas Epprecht of Swiss Re, Prof. 

Wolfgang Kröger, Director of the Laboratory for Safety Analysis at the Swiss Fede-

ral Institute of Technology Zurich, Dr. Jeffrey McNeely, Chief Scientist at the World 

Conservation Union, Prof. Nick Pidgeon, Professor of Applied Psychology at the 

University of Cardiff, Prof. Joyce Tait, Director of the INNOGEN Centre at the Uni-

versity of Edinburgh and Dr. Timothy Walker, former Director General of the UK’s 

Health and Safety Executive.

The project has been made possible through fi nancial support provided by the US 

Environmental Protection Agency and Department of State, the Swiss Agency for 

Development and Cooperation and the Swiss Reinsurance Company (Swiss Re).

The aim of this 
report is to suggest 
ways to improve 
the risk governance 
of nanotechnology 
applications

1 IRGC White Paper N° 2, 
“Nanotechnology Risk 
Governance”, IRGC, Geneva 2006 
(available as a download from 
www.irgc.org). The White Paper 
includes a full list of references 
for material which has been 
summarised in this Policy Brief.

The International Risk Governance Council and 
its project on nanotechnology risk governance
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Introduction

Nanotechnology raises 
issues that are more 

complex and  
far-reaching than many 

other innovations

This Policy Brief is targeted at policy makers engaged in the planning, oversight, 

and funding of nanotechnology regulation, research and practical applications. We 

hope it will assist risk decision makers in developing the processes and regulations 

that are essential to assuring the development and public acceptance of the many 

benefits that nanotechnology promises to deliver.

Nanotechnology is an important and rapidly growing field of scientific and practical 

innovation that will fundamentally transform our understanding of how materials 

and devices interact with human and natural environments. These transformations 

may offer great benefits to society such as improvements in medical diagnostics 

and treatments, water and air pollution monitoring, solar photovoltaic energy, wa-

ter and waste treatment systems, and many others.

The transformations may also pose serious risks. The social, economic, political 

and ethical implications are significant. Because nanotechnology raises issues that 

are more complex and far-reaching than many other innovations, the current ap-

proach to managing the introduction of new technologies is not up to the challen-

ges posed by nanotechnology. Decision makers worldwide need to work towards 

a system of risk governance for nanotechnology that is global, coordinated, and 

involves the participation of all stakeholders, including civil society. This Policy 

Brief identifies key areas where relevant stakeholders could contribute to improved 

risk and benefit governance in a coordinated fashion, and proposes a model to na-

tional and international policy makers to review and improve their current practices 

of risk governance for nanotechnology. 
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Downsized material 
structures of the 

same chemical 
elements change 
their mechanical, 

optical, magnetic and 
electronic properties

Nanotechnology refers to the development and application of materials, devices 

and systems with fundamentally new properties and functions that derive from 

their small size structure (in the range of about 1 to 100 nanometers) and from the 

recent ability to work with and manipulate materials at this scale. This new tool-kit 

for science, technology and medicine allows scientists and engineers from diffe-

rent fields to work with atoms and molecules at a size visible only with the most 

powerful microscopes available today.

At the nanoscale, the physical, chemical, and biological properties of materials 

differ in fundamental and valuable ways from the properties of individual atoms 

and molecules or bulk matter. Downsized material structures of the same chemical 

elements change their mechanical, optical, magnetic and electronic properties, as 

well as their chemical reactivity, leading to novel applications for industry, health-

care and consumer goods. 

The same novel properties that may provide benefits to society also raise concerns 

about how nanomaterials may interact with human and other biological systems. 

A major concern is that the techniques to measure, predict behaviour and control 

particles, devices and systems at the nanoscale are still relatively immature, and 

therefore their long-term impacts are unpredictable.

Both governments and industry are investing heavily in nanotechnology research 

and product development. Hailed by some as a major driver in the next post-in-

dustrial revolution, it is estimated that by 2015 $1 trillion worth of products will 

use some form of nanotechnology. Current leaders in this highly competitive field 

include the US, Japan, and the EU, and government-led nanotechnology initiatives 

are already underway in more than 60 countries.

 I Nanotechnology products processes 
and related risks
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IRGC has identified 
four generations 
of nanotechnology 
products and 
production processes

In order to distinguish between different types of nanotechnology applications and 

the benefits and risks that might accompany each type, IRGC has identified four 

generations of nanotechnology products and production processes: 

■ First Generation: Passive (steady function) nanostructures (as from 2000). 

The main applications are intermediary system components such as particles, 

wires, nanotubes and nanolayers whose properties allow for improvements to 

the performance of existing materials and products. One inventory lists over 

500 consumer products on the market claiming to incorporate nanostructu-

res, ranging from clothing and sporting goods to personal care and nutritional 

products.

■ Second Generation: Active (evolving function) nanostructures and nano-

devices (as from 2005). These products can change their state during opera-

tion. Typical applications are expected to be in device and system components 

such as sensors with a reacting actuator or drug delivery multi-component 

particles that change their structure as they reach their intended target. 

■ Third Generation: Integrated nanosystems (systems of nanosystems) 

(after 2010). In this generation, it is anticipated that synthesis and assem-

bly techniques will allow for: forms of multiscale chemical and bio-assembly; 

networking at the nanoscale; and, scaled, hierarchical structures. In nanome-

dicine this could mean the development of artificial organs and scaffolds for 

skin tissues. In nanoelectronics, this could lead to the development of devices 

based on states other than that of the electric charge.

■ Fourth Generation: Heterogeneous molecular nanosystems (after 2015). 

The system components and devices are reduced to molecules and supramo-

lecular structures that have specific structures and play different roles within 

the nanosystem. For example, the molecules can be used as devices or engi-

neered to assemble on multiple length scales. Natural biosystems work in 

this way, but researchers currently lack sufficient control at the nanoscale 

to duplicate them. Potential applications include nanoscale genetic therapies 

and supramolecular components for transistors.
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We still have only a 
limited understanding  

of passive nano-
materials potential 

environmental, health 
and safety risks but ac-
tive and more complex 
nanostructures require 

a far greater level of 
knowledge to assess 

potential risks

A particular problem posed by nanotechnology is its breadth, both in terms of 

science – it cannot be termed as only biology, chemistry, physics or engineering 

– and as a result of the extremely wide range of the potential applications which it 

can help to develop – in no country is there a single regulatory structure that covers 

food, chemicals, personal care products, medical devices, water quality, and so 

on. IRGC found that it was not possible to address nanotechnology’s risk gover-

nance by considering it as a single technology or by addressing all of its potential 

applications at once.

To help our thinking, the four generations described above provided the basis for 

our development of two frames of reference: 

■ Frame One, or “passive” nanostructures (Generation 1). 

■ Frame Two, or “active” and “more complex” nanostructures and nanosys-

tems (Generations 2-4). 

IRGC found this distinction to be particularly helpful and we believe it can help 

policy makers as well.

Hundreds of products which include “passive” nanostructures are already in the 

marketplace although – as many other organisations have pointed out – there re-

mains a considerable need to research whether or not their incorporation of nano-

materials has in any way affected their toxicity. The applications in IRGC’s Frame 

One are developments of existing products or products that will be developed 

in the future which contain relatively simpler nanostructures, which exhibit stable 

behaviour during their use and which, in our view, do not present consumers or 

society with excessive novelty.

In our Frame Two, on the other hand, new capabilities are expected to be develo-

ped to both create new molecules by design and change the structure of the exis-

ting molecules; together with their increased complexity and dynamic behaviour, 

this could directly increase the risks associated with these active nanomaterials 

and nanodevices. The active and more complex nanotechnology applications of 

Frame Two may, therefore, require a far greater level of knowledge and ability to 

control nanostructure behaviour and to assess potential risks. Additionally, a large 

number of the potential Frame Two applications involve genuinely new products 

and the social, economic and political consequences are expected to be more 

transformative. This greater level of novelty could, IRGC has concluded, heighten 

the potential for societal concern.

 II IRGC’s approach: two “Frames” which distinguish 
between “passive” and “active” nanostructures
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In both frames, there is the need for appropriate risk management, informed by 

thorough risk assessment. In Frame One, this can be mostly achieved through cur-

rent regulatory structures and processes. Many Frame Two applications, however, 

are likely to fall outside the remit of existing regulatory bodies and risk assessment 

methodologies may simply not exist. One of the risk governance challenges is to 

ensure that appropriate assessment methodologies are developed in line with the 

pace at which the applications themselves become reality.

A second result of our use of the two frames is that it allowed us to see that, 

although there are risks common to both frames, there are also significant diffe-

rences. We describe these risks below and, later in this document, present our 

recommendations for dealing with them.

Risk appraisal of passive nanostructures (Frame One)
Despite the steady introduction of passive nanomaterials into the marketplace (in, 

for example, cosmetics, paints and lubricants) we still have only a limited under-

standing of their potential environmental, health and safety (EHS) risks. More re-

search is required for:

■ hazard characterisation (in areas such as toxicity, ecotoxicity, carcinogenicity, 

volatility, flammability, and persistence and accumulation in cells).

■ exposure characterisation, including the potential for oral, cutaneous and 

inhalative uptakes of nanomaterials during production; transport (in air, water, 

soil and biosystems); decomposition and/or waste disposal. 

Specific risk categories include:

Human health risks

Several studies have shown that:

■ due to the high surface-area-to-volume ratio and higher reactivity of nanos-

tructures, large doses can cause cells and organs to demonstrate a toxic res-

ponse, in particular inflammation, even when the material is non-toxic at the 

(larger) microscale or macroscale.

■ some nanosized particles are able to penetrate the olphactory system, the 

liver and other organs, passing along nerve axons into the brain.

■ nanomaterials may combine with iron or other metals, thereby increasing the 

level of toxicity and so pose unknown risks.

One of the risk 
governance challenges 
is to ensure 
that appropriate 
assessment 
methodologies are 
developed in line with 
the pace at which 
the applications 
themselves become 
reality
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Some nanomaterials 
may have similar 
characteristics to 
known high-risk 

materials at  
the microscale

■ engineered nanomaterials raise particular concerns because of the unknown 

characteristics of their new properties and their potential use in concentrated 

amounts.

■ some nanomaterials may have similar characteristics to known high-risk 

materials at the microscale. 

Environmental risks

Nanostructures may have a significant impact on the environment due to the po-

tential for:

■ bioaccumulation, particularly if they absorb smaller contaminants such as 

pesticides, cadmium and organics and transfer them along the food chain.

■ persistence, in effect creating non-biodegradable pollutants which, due to the 

small size of the nanomaterials, will be hard to detect. 

Manufacturing risks

Radically new manufacturing methods may change the market, production levels, 

and geographical distribution of industry, as well as the distribution of the work-

force. Also, workers potentially face greater exposure to the human health and 

safety risks noted above. For example, it is known that dust explosions can occur 

in manufacturing sites that have ultrafine particles of flour, coal, metal or other 

materials. The higher surface reactivity and surface-area-to-volume ratio of nano-

powders may increase the risk of self-ignition and explosion.

The following societal impacts of nanotechnology development have been raised 

for Frame One, although many also apply to Frame Two:

Political and security risks

Decisions about the direction and level of nanotechnology research and develop-

ment (R&D) may result in: 

■ use in criminal or terrorist activity.

■ a new military-driven technological race.

■ an uneven or inequitable distribution of nanotechnology risks and benefits 

among different countries and economic groups (e.g. North-South divide).

■ insufficient investment in key areas to achieve the potential future economic 

and social benefits.
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Educational gap risk

If the knowledge within scientific/industrial communities is not appropriately shared 

with regulatory agencies, civil society and the public, risk perception/management 

may not be based on the best available knowledge, innovative opportunities may 

be lost, and public confidence in transparency and accountability may erode. 

Risk appraisal of active nanostructures and nanosystems 
(Frame Two)
The risks identified above for Frame One are also relevant to active nanostructures 

in Frame Two. When in production, Frame Two products may need special safety 

measures because of their higher complexity and their dynamic behaviour. Addi-

tional risks may exist now for Frame Two, even for products that have yet to be 

developed, that are primarily related to stakeholder concerns regarding the socie-

tal and ethical impacts of anticipated nanotechnology applications. More study is 

needed to understand how the public perceives nanotechnology, and how those 

perceptions are influenced and acted upon. Some concerns raised so far include: 

Essential human and environmental risks

There is apprehension about the use of nanotechnology to fundamentally change 

how human and environmental biosystems work. Examples include:

■ further enhancements to genetic modification. 

■ devices to control the human brain and body.

■ changes to the environment, human safety and quality of life.

Societal structure risks

Risks may be induced and amplified by the effect of social and cultural norms, 

structures and processes, such as:

■ the inability of the regulatory environment to react rapidly to new technologies. 

■ an unintended availability to the mass market of products based on applica-

tions developed by and for the military (e.g. tiny airborne surveillance devices).

■ the economic impact of the mass application of nanotechnology.

■ the emergence of a new technological and cultural environment based on the 

ability to purchase new revolutionary products, cognitive technologies and 

promises of enhanced quality of life.

More study is needed 
to understand how 
the public perceives 
nanotechnology
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The use of active 
nanostructures and 
nanomaterials has 

been linked with 
fundamental ethical 

questions

Public perception risks

Recent surveys show that the public is less concerned about a particular applica-

tion or risk, and more worried about the capacity for human misuse, unexpected 

technological breakouts, or nanotechnology’s potential to exacerbate existing so-

cial inequalities and conflicts. These concerns may grow if nanotechnology beco-

mes associated with specific dangerous incidents that occur in a context of deep 

suspicion of industry motives and doubts regarding government’s ability or desire 

to act if required. Attention should be paid to the impact of the specific stakeholder 

agendas and the mass media on risk perception.

Ethical risks

The use of active nanostructures and nanomaterials has been linked with funda-

mental ethical question relating to:

■ issues of human identity if devices based on nanotechnology applications 

able to guide or influence behaviour are incorporated into the human brain.

■ issues of tolerability for “nanobio” and hybrid devices if they escape beyond 

the reach of human control.

■ the application of nanotechnology in products of pervasive computing, thus 

impacting on basic human or social values such as privacy or self-efficacy.

Transboundary risks

The risks faced by any individual, company, region or country are affected by their 

own choices as well as by the choices of others. Evidence that control mecha-

nisms do not work in one place may fuel a fierce debate in other parts of the world 

about the acceptability of nanotechnology in general. Additionally, there also exists 

the possibility of the physical transboundary movement of nanoparticles in, for 

example, the air and rivers.



Nanotechnology Risk Governance international risk governance council

P 13

Nanotechnology Risk Governance

III Shortcomings of current systems of risk 
governance for nanotechnology

Innovation in the field 
of nanotechnology 
development is far 
ahead of the policy and 
regulatory environment

Governments, industry, academia and NGOs worldwide are looking for the best 

risk assessment, management and governance practices with respect to nano-

technology. However, innovation in the field of nanotechnology development is far 

ahead of the policy and regulatory environment, which is fragmented and incom-

plete at both the national and international levels. IRGC has identified four areas of 

governance gaps that ideally should be addressed in a coordinated fashion at the 

international level2. These deficits include: 

Environmental, health and safety

■ More information is needed on the effects of nanoparticles and other nano-

materials on human health and the environment. Research on toxicity and 

biocompatibility is not keeping pace with the creation and introduction of new 

materials.

■ More attention is needed to the monitoring, impact and control of nanomate-

rials in the workplace and in the environment.

■ More studies are needed into the hazards and exposure to the hazards posed 

by active and more complex nanostructures and nanosystems (Frame Two 

applications), particularly their impact on human health and the environment.

Institutional issues

■ Regulatory structures and processes are fragmented with respect to jurisdic-

tion, type of regulation, and the lack of harmonisation of risk assessment and 

management procedures, both nationally and internationally.

■ Current regulatory measures deal mostly with the cause-and-effect of single 

events, and not the impact of a technology over its life cycle, or its secondary 

or interactive effects.

■ Ongoing regulatory uncertainty in some areas, especially concerning measu-

res to protect the public, may hamper industrial innovation and the ability of 

investors and insurers to estimate future gains, risks, and losses. This is espe-

cially applicable to Frame Two active nanoproducts.

Social and political issues

■ Differences in national regulations may complicate international policy coordi-

nation and a harmonised approach to risk management. In trade, these diffe-

rences may hinder the development of standardised products and production 

methods, and lead to competitive arbitrage as companies and governments 

2 For the complete list of risk 
governance system deficits, 
see pp. 27-32, White Paper on 
Nanotechnology Risk Governance, 
IRGC, Geneva 2006. 
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It is essential to 
create platforms 

for stakeholder 
interaction that can 

serve as the catalyst 
for both improving 

risk management and 
gaining more public 

acceptance

seek advantage by lowering safety and regulatory barriers for research and 

manufacture, or by transferring risk to countries with weaker controls. 

■ Individual and cross-national equity conflicts may arise from a focus on pro-

ducts that primarily benefit the rich, or do not address wider human needs 

such as clean water, affordable energy, and conserving biodiversity.

■ Differences of interest between developed and developing countries may 

arise because of new manufacturing processes and changes in the need for 

and use of raw materials and natural resources.

Risk communication issues

■ Lack of communication and understanding about the science, application 

and regulation of nanotechnology among all stakeholders may have negative 

effects on societal impressions and political/regulatory decision making.

■ Gaps in communication between different scientific disciplines – from the 

natural, technical and ecological sciences to the economic, social and psy-

chological disciplines – limit the ability to fully consider and act on potential 

innovations and risks.

■ Gaps in communication between various regions of the world, which may lead 

to their developing different expectations and adopting different and contra-

dictory regulatory measures.

■ The lack of engagement with stakeholders with different perspectives and 

value systems in a continuous dialogue about the best procedures to exploit 

the benefits and avoid most of the risks has caused an increased polarisation 

between nanotechnology’s optimists and those who are more pessimistic. 

This polarisation has, in past instances involving other emerging technologies, 

rarely helped to pursue a rational and well-balanced path of development. 

Although one cannot convince all parties, it is essential to create platforms for 

stakeholder interaction that can serve as the catalyst for both improving risk 

management and gaining more public acceptance.
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 IV Recommendations for nanotechnology 
risk governance

In response to the risk governance gaps listed above, the challenge to policy ma-

kers is to develop a flexible and adaptive approach to risk governance that sup-

ports the responsible development of the technology while minimising harm. It 

should be global, look to both the short- and long-term, and proactively address 

the interests of all affected parties. 

The following recommendations are directed to national and international decision 

makers who can lead a coordinated effort to address key nanotechnology risk 

issues, and they offer an overview of the key areas that demand urgent attention. 

Detailed action steps for Frames One and Two can be found in Annexes 1 and 2 at 

the end of this document. 

Our recommendations are organised into five categories:

■ Improve the knowledge base.

■ Strengthen risk management structures and processes.

■ Promote stakeholder communication and participation.

■ Ensure social benefits and acceptance.

■ Collaboration between stakeholders and nations.

Some of these activities have already been taken up by actors at the national level 

and specialised organisations. The emphasis here is on the extension of those na-

tional efforts to a collaborative, coordinated effort at the international level.

Improve the knowledge base
Nanotechnology is a dynamic field, and all actors are jockeying to advance the 

science and develop applications. However, funding agencies need to focus re-

sources on critical information gaps. Top priorities include the establishment of 

scientific norms and the commissioning of research which is focused on risk as-

sessment. 

Standardised nomenclature, measuring and handling 
systems

Neither voluntary nor formal regulatory frameworks for nanotechnology can be 

developed in the absence of a standard approach on how to define, characterise, 

measure, test, and validate the products and processes emerging in this field.

Funding agencies need 
to focus resources on 
critical information 
gaps
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Better understanding of risk

A greater proportion of both public and private R&D funds should be targeted at 

better understanding how to characterise, assess, and manage risk related to the 

production, application, exposure to and disposal of nanomaterials and products. 

Ideally, a precautionary approach to widespread application is needed with re-

search efforts directed towards closing existing knowledge gaps and developing 

fast and responsive early warning and monitoring systems.

Improved data sharing

The tendency of private and commercial interests in science and technology de-

velopment to take a proprietary approach to research fi ndings and data constrains 

the ability of all stakeholders, but especially government, to adequately predict 

and manage risks. The goal should be to develop a common understanding of 

potential risks to deal with them preventively rather than reactively.

Understand the full implications

Undertake research specifi c to the wider implications of active nanotechnology 

applications, including the development of scenarios, infrastructure models, and 

systems for early detection of major societal or environmental change.

Strengthen risk management structures
and processes
Currently, governments are not able to set up or modify comprehensive regula-

tory structures quickly enough to match the pace of innovation and product in-

troduction. Nor, for nanotechnology, is the evidence base adequate to support an 

appropriate regulatory approach – there is a dearth of risk assessment data. The 

following intermediate steps should be undertaken in the meantime:

Identify gaps and remedies

Governments, industry and researchers need to assess the current strengths and 

weaknesses in their existing risk management and regulatory systems. Within the 

US, this is particularly important for the Environmental Protection Agency (EPA) 

and Food and Drug Administration (FDA). Within Europe, it remains to be seen how 

the new chemicals regulation Registration, Evaluation, Authorisation and Restric-

tion of Chemical Substances (REACH) will impact on nanotechnology risk assess-

ment. They should also look at the potential contribution of regulatory frameworks 

from analogous fi elds to speed up implementation.

Currently, governments 
are not able to 

set up or modify 
comprehensive 

regulatory structures 
quickly enough to 
match the pace of 

innovation and product 
introduction
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Voluntary systems

Industry, governments, and other stakeholders must collaborate now to lay the 

foundation for later regulatory action and to assess the potential for international 

voluntary agreements. Voluntary risk governance systems should include:

■ Development of standards and good practice guidelines in all areas, from 

basic research to product testing and tracking. Methods for assessing hazards 

and exposure should be a priority.

■ Development of occupational safety guidelines and information disclosure 

programmes for consumers.

■ Establishment of transparent reporting schemes, especially of data and events 

that have a bearing on risk management. Such reporting schemes are contro-

versial: when they are voluntary, it is difficult to assure adequate participation 

and transparency and thus the watchdog function can be diluted. Voluntary or 

mandatory, industry has concerns about protecting intellectual property and 

competitive advantage.

A recent example of a voluntary system is the “Nano Risk Framework” developed 

jointly by Environmental Defense and DuPont and launched in June 20073.

It should be acknowledged that voluntary systems often result in a “lowest com-

mon denominator” approach, and may not pose a sufficient deterrent to those who 

prefer to play outside the system or not comply with it. Competitive and investor 

pressures may lead to product introduction without the full evaluation of potential 

risks. These weaknesses should be an incentive to strengthen regulatory systems 

sooner. Above all, there is a need to consider anticipatory and coordinated measu-

res for possible events where nanotechnology based applications would produce 

irreversible and significant damage.

Role of international organisations and regional efforts

The International Organization for Standardization (ISO), United Nations Educa-

tional, Scientific and Cultural Organization (UNESCO), Organisation for Economic 

Co-operation and Development (OECD) and others have begun work on standards 

development and the analysis of social, ethical and political considerations of na-

notechnology from the international perspective. This work is complemented by 

regional collaborations in Europe, Asia and the Americas. These efforts should 

be supported and expanded, to consolidate progress globally and to minimise  

duplication and inconsistencies as many countries attempt to address these  

issues individually.

3 Nano Risk Framework, 
Environmental Defense-Du Pont 
Nano Partnership, June 2007  
(available as a download from 
www.nanoriskframework.com)

Industry, governments, 
and other stakeholders 
must collaborate now 
to lay the foundation 
for later regulatory 
action and to assess 
the potential for 
international voluntary 
agreements
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Promote stakeholder communication and 
participation
Soliciting and integrating the social concerns of all stakeholders, especially civil 

society, is central to the IRGC approach to risk governance and crucial for impro-

ving risk management and gaining public confidence. Currently the public has only 

a limited awareness of the science, uses, impacts and implications of nanotech-

nology. Not all stakeholder groups that might be interested in or affected by nano-

technology applications have the same level of awareness about these issues, nor 

do they share identical interests in participating in the decision making. The poten-

tial benefits and risks must be examined together in order for a realistic discussion 

about tradeoffs to occur, and much more must be done to raise the knowledge 

level of all parties to prepare for meaningful participation in decision-making about 

the current and future role of nanotechnology.

Distinguish between Frame One and Frame Two

Communication about nanotechnology benefits and risks should reflect the dis-

tinction between passive and active nanomaterials and products, stressing that 

different approaches to managing risks are required for each. Care should also 

be taken to ensure that potential societal concerns about the possible impacts of 

Frame Two active nanomaterials do not have the effect of unnecessarily increasing 

anxiety regarding Frame One products using only passive nanostructures. 

Improve communication strategies

All stakeholder groups should assess and improve their communication strategies 

within their own constituencies and amongst each other on a national, regional, and 

international level with the goal of sharing information and facilitating collaboration.

Engage the public and make participation count

Governments and stakeholder groups should use a wide variety of models to en-

gage the public in debates and consultation about the implications of nanotech-

nology and how risk tradeoffs are made. The challenge is how to make this parti-

cipation ultimately meaningful. Currently, many strategies for public participation 

allow for a comment role only – final decisions are taken by those in positions of 

authority and do not always reflect public concerns. If the public is to be asked 

to participate, there needs to be a genuine willingness to respond to what is said. 

There is also a need to accept that “the public” will not have a single, unified view: 

genuine engagement with the public will require acceptance of and responsive-

ness to a variety of opinions.

Currently the public 
has only a limited 
awareness of the 

science, uses, impacts 
and implications of 

nanotechnology
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Ensure broad social benefits and acceptance
As the public and civil society learns more about the potential and risks associated 

with nanotechnology, the discussion must broaden to explore the social and moral 

implications of future innovations. From the individual to the global level, the ques-

tion arises of how the benefits of nanotechnology will be distributed. Some appli-

cations may offer universal benefits; e.g. health-improving or life-saving medical 

treatments, but be inaccessible to the poor due to cost. Nanotechnology has the 

potential to offer solutions to pressing social challenges – such as water treatment, 

energy generation and environmental remediation – but the divide between rich 

and poor countries will only grow if these applications are not broadly shared. Sta-

keholders need to explore how to shift the current pattern of treating developing 

countries as secondary markets for applications that primarily benefit developed 

countries.

Stakeholder participation in setting priorities

All stakeholders should be involved in setting directions for research and product 

development that reflect social values and needs, especially those of developing 

countries. The dialogue should be expansive, including advance discussion of 

what kinds of nanotechnology applications are desirable and acceptable (to avoid 

the backlash that has accompanied genetically modified organisms). Research in 

Switzerland by TA Swiss4 has already demonstrated that public acceptance of 

nanotechnology is positively associated with knowledge about broad societal 

benefits (such as medical treatments and environmental renovation). In addition, 

stakeholders have to be reassured that their concerns are taken seriously and that 

private and public risk management institutions demonstrate accountability and 

good performance. This will also enhance their credibility and trustworthiness. 

Funding for the public good

Governments should prioritise funding for R&D aimed at broader social applica-

tions and public good benefits.

Reduce barriers for developing countries

For the benefits of nanotechnology to be shared broadly across the world and 

by all of those to whom some applications will bring particular benefits (e.g. the 

millions needing clean drinking water in developing countries), new approaches to 

intellectual property rights are needed to make technology transfer affordable.
4 Les nanotechnologies en Suisse : 

les défis à relever sont désormais 
connus. Report of a “Publifocus” 
project by TA-Swiss, December 
2006

All stakeholders 
should be involved in 
setting directions for 
research and product 
development that 
reflect social values 
and needs
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Economic planning to reduce adverse impacts

Risks may vary on a regional or country-by-country basis. Developing countries 

face specific challenges when used as manufacturing hubs or sources of raw ma-

terials. A shift in the balance of trade for economies dependent on the export of 

raw materials may result if high quality and more efficiently produced substitutes 

are developed as a result of nano manufacturing. 

Collaboration between stakeholders and nations
As an emerging technology that is complex, fast-moving and unpredictable, na-

notechnology requires an approach to risk governance that is collaborative and 

coordinated. There are many potential avenues to explore and actions to be taken, 

and existing approaches and frameworks are not up to the task. However, an in-

dividualistic approach will simply perpetuate the lack of coherency and increase 

the possibility that significant gaps will persist in both the science and the debate 

about applications, benefits and risks. Harmonisation between nations is also es-

sential as nanotechnology and its applications are already global phenomena. The 

sheer quantity of work demands that all stakeholder groups work with each other, 

and the need for efficiency and effectiveness requires joint goal-setting and mutual 

accountability to avoid duplication of effort.

Collaboration works best when groups take on roles that make explicit their inte-

rests, values and competencies. While some tasks appear to be the natural pur-

view of one stakeholder group or another, they should not be rigidly assigned. 

The table in Annex 3 identifies activities that different stakeholder groups could or 

should take the lead on, but always in the context of working with other groups to 

ensure that multiple perspectives are considered from the outset. 

For example, the ISO needs member nations to make detailed proposals in order 

to develop and approve international standards. In turn, member nations need the 

collaboration of industry to provide initial field data to inform such proposals; they 

also need to listen carefully to both public and civil society organisation concerns. 

OECD has also begun work in this area.

The creation of effective and acceptable international standards requires the par-

ticipation of all stakeholders and will benefit from multinational efforts to create 

common frameworks of understanding and practice.

An individualistic 
approach will simply 

perpetuate the lack 
of coherency and 

increase the possibility 
that significant gaps 

will persist in both the 
science and the debate
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Navigating the introduction and acceptance of new technologies is always difficult, 

both from the technical and the societal perspectives. Realising the benefits of the-

se technologies requires a willingness to accept some risk, because without risk 

there can be no progress. The choice of a system to manage that risk – whether 

voluntary or top-down – will be influenced by, and have an impact on, the wide 

variety of perspectives that contribute to overall societal perceptions and accep-

tance of the new technologies. 

The scope of activity to develop an international risk governance system for nano-

technology is broad and will develop over the course of many years. But certain 

tasks demand urgency: 

■ Development and dissemination of standardised terminology and measure-

ment systems.

■ Increased priority and funding for risk-related science.

■ Development and implementation of worker safety guidelines, with the priority 

being to prevent risks that are, even now, highly uncertain.

■ Better communication with the public about nanomaterials currently in the 

marketplace, including giving consideration to product labelling.

A global coordinated effort should also begin to:

■ Ensure the transparency of risk assessment data to avoid duplication of effort 

and promote maximal information sharing.

■ Synthesise and assess progress being made in each area.

■ Make recommendations for further work, taking into account emerging areas 

of consensus and gaps that need further attention.

■ Consider the development of internationally compatible, legally binding regu-

lations for risk issues not amenable to voluntary restraints.

Most importantly, national governments and key international organisations must 

establish robust risk assessment methodologies that will inform governments,  

regulators and industry of the real nature of the hazards posed by nanoscale  

materials. This information will facilitate good risk management decisions and sup-

port fact-based communication, especially with consumers. These methodologies 

need to be developed now for the passive nanostructures contained in commercial 

products already on the market, to lay the foundation for full risk assessment of 

future applications and to avoid problems that may, in the future, unnecessarily 

constrain the full benefits promised by this exciting new science.

 V Conclusion

Realising the benefits 
of these technologies 
requires a willingness 
to accept some risk, 
because without 
risk there can be no 
progress
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National governments and other stakeholders need to 

work collaboratively at the international level to establish 

a coordinated, global approach to risk governance for 

nanotechnology. They also need to develop risk gover-

nance processes and structures for nanotechnology that 

reflect the needs, goals and values of their national cul-

tures and institutions. In this appendix we offer concrete 

assistance to national decision makers by presenting 

the IRGC framework5 for analysing nanotechnology risks 

and implementing a risk governance system. This model, 

which formed the analytic framework for the recommen-

dations given in this Policy Brief, is unique because it:

■ Distinguishes between risk problems that are sim-

ple, complex, uncertain, and ambiguous. 

■ Ensures the early and meaningful participation of 

all stakeholders, including civil society, by assess-

ing and actively integrating their views, values, and 

potential roles.

■ Incorporates the principles of good governance, 

including transparency, effectiveness and efficiency, 

accountability, sustainability, feasibility, equity and 

fairness, and respect for the rule of law.

IRGC believes that, with respect to nanotechnology, a 

risk governance framework should be:

■ Adaptive, valuing flexibility in the application of risk 

management strategies as knowledge and under-

standing of the field develops.

Applying the IRGC risk governance framework 
to nanotechnology

5 IRGC White Paper No2, 
Nanotechnology Risk Governance, 
IRGC, Geneva 2006 available as a 
download from www.irgc.org

6 The IRGC approach to risk 
governance is described in 
our White Paper No. 1, Risk 
Governance—Towards An 
Integrative Approach, published 
in 2005 and also available on our 
website.
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■ Collaborative, sharing information, skills and exper-

tise internationally among different agencies and 

stakeholders.

■ Global, proposing international minimal “level play-

ing field” guidelines and reference models to gen-

erate confidence in safety management in a global 

economy.

■ Realistic and fast, recognising that such a dynamic 

field calls for active and ongoing learning, rather 

than an “after the fact” approach; the speed of 

learning may be accelerated by sharing and build-

ing on emerging experience on a global basis.

■ Responsive to essential human values, such as 

equity, respect of ethics, safety, equal opportuni-

ties and the right to privacy.

The IRGC approach6 to the governance of risks takes a 

step beyond classical risk management (which is most 

often viewed as a linear process from risk assessment 

to risk management and risk communication). IRGC’s 

approach:

■ adds a pre-assessment phase that includes ‘prob-

lem framing’, ‘early warning’, and ‘organisation of 

the risk governance process’;

■ considers the assessment of societal concerns 

alongside conventional risk assessment (in order 

to allow the scientific consideration of stakeholder 

and public concerns by risk managers in the pro-

cess of generating the knowledge required for risk 

evaluation and management);

■ provides for a risk evaluation and management pro-

cess that includes the concerns, interests and val-

ues of stakeholders and the public through different 

participative procedures; and

■ considers risk communication as an integral part of 

all stages of the risk governance process and vital 

for effectively linking the different components.
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Management Sphere:
Decision on & Implementation of Actions

Assessment Sphere:
Generation of Knowledge

• Problem Framing

• Early Warning

• Screening

• Determination of Scientific
Conventions

Implementation

• Option Realisation

• Monitoring & Control

• Feedback from Risk Mgmt. Practice

Decision Making

• Option Identification & Generation

• Option Assessment

• Option Evaluation & Selection

• Option Risk Reduction

Risk Evaluation

• Judging the Tolerability
& Acceptability

• Need for Risk Reduction
Measures

Risk Characterisation

• Risk Profile

• Judgement of the
Seriousness of Risk

Risk Assessment

• Hazard Identification & Estimation

• Exposure & Vulnerability Assessment

• Risk Estimation

Concern Assessment

• Risk Perceptions

• Social Concerns

• Socio -Economic Impacts

Specific to natural, manufactured and bi -products NS

Tolerability & Acceptability Judgement

Risk Management

Specific to 4 nanoproduct generations

Multidimensional in 
nanotechnology

To be defined before most 
nanoproducts are known

Knowledge development is  
critical for nanotechnology

Pre-Assessment

Two frames for NT

Risk Appraisal

Applied to specific NT areas

Communication

Figure 1

Elements of the IRGC risk 
governance framework, 

applied to nanotechnology

The IRGC’s risk governance framework comprises fi ve 

linked phases: Pre-assessment, Risk Appraisal, Toler-

ability and Acceptability Judgement, Risk Management 

and Communication. Communication is positioned 

central to the framework as it is both crucial in its own 

right and is also essential for the implementation of each 

phase as well as for coherence between phases. Figure 1 

illustrates the framework, as specifi cally applied to nano-

technology. 



international risk governance council

P 24

A P P E N D I X

Nanotechnology Risk GovernanceNanotechnology Risk Governance

to assess the full range of concerns. These three deficits 

mean that making judgements about acceptability or tol-

erability will be difficult at the outset. The IRGC’s White 

Paper on Nanotechnology Risk Governance offers an 

analysis of the information that is currently available, and 

the following overview of the IRGC’s framework will en-

able policy makers to continue work on filling the gaps.

The pre-assessment phase:  
characteristics and risk 
considerations for each category of 
nanotechnology 
The first phase of the IRGC risk governance framework 

– pre-assessment – requires policy makers to outline 

the scientific characteristics of the technology and its 

potential applications, and to research and identify 

concerns that may be raised by major societal groups  

(governments, industry, the scientific community, non-

governmental organisations (NGOs) and the general 

public).

Nanotechnology has the potential to become one of the 

defining technologies of the 21st Century. The envisaged 

breakthroughs for nanotechnology include order-of-

magnitude increases in computer efficiency, advanced 

pharmaceuticals, bio-compatible materials, nerve and 

tissue repair, surface coatings, catalysts, sensors, tele-

communications and pollution control. This potential has 

encouraged a dramatic rise in research and development 

(R&D) expenditure in all developed countries and many 

other countries have begun to invest in nanotechnology.

As discussed earlier, the four generations of nanotech-

nology demonstrate a wide range of properties, poten-

tial applications and potential risks, which IRGC has 

grouped into two broad categories: Passive (Frame 

One) and Active (Frame Two) nanostructures. Areas of 

concern that might affect how to manage the risks of 

each category include:

The utility of this process can be demonstrated by 

understanding the dilemma faced by policy makers 

who need to design a risk governance system for nano- 

technology. It is not just the actual or potential risks 

posed by a technology that must be managed – it is also 

society’s perception of those risks. If society does not 

understand the technology properly, people are likely to 

assign irrelevant or unfounded concerns to innovations, 

risking an overly conservative approach to new applica-

tions. Similarly, if those responsible for risk management 

do not adequately anticipate and prepare for potential 

adverse events, society may lose confidence in the abil-

ity of government to safeguard them, again reacting by 

putting a halt to further progress (even if other applica-

tions turn out to be safe).

In order to develop a system that will both manage risks 

and be acceptable to the public, policy makers must first 

define and characterise the technology in the context of 

current strategies for dealing with anticipated risks and 

what concerns about the technology are being raised by 

society (pre-assessment). Next they must deepen their 

understanding by conducting a thorough assessment 

of the technical risks, how the public perceives those 

risks, and what impact the technology is likely to have 

on society (risk appraisal). After this, policy makers must 

evaluate whether those risks are tolerable according to 

societal values (tolerability and acceptability judgement), 

and then design a risk management system that evalu-

ates all these inputs through multi-stakeholder dialogue 

and decision-making and which can also account for, 

and respond to, the variety of views that the different 

stakeholders may express.

With respect to nanotechnology, these tasks will not be 

easy. As previously noted in this Policy Brief, reliable 

technical data on risks is not yet available, the public 

does not know enough about the technology or risks to 

have a common view, and few studies have been done 
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Frame One passive nanostructures

■ Context for Frame One products and processes: 

Ongoing research into the properties of nanoma-

terials and their environmental, health and safety 

(EHS) implications is needed to identify risks. 

Debates need to be focused on the development 

and implementation of best practices and regula-

tory policies. 

■ Risk characterisation: Ongoing research on how 

nanoscale components of the nanoscale products 

and processes result in increased systems com-

plexity and unpredictability.

■ Strategies: The establishment of an internationally 

reviewed body of evidence related to toxicological 

and ecotoxicological experiments, simulations and 

monitoring of actual exposure.

■ Potential conflict: Can potential conflicts between 

advocates of and opponents to nanotechnology 

be managed? How much precaution in the deve-

lopment, regulation, and use of nanomaterials is 

necessary to achieve an optimal balance between 

technological progress and effective and transpa-

rent risk management?

Frame Two active nanostructures and 
nanosystems

■ Context for Frame Two products and processes: 

Debates are needed on the social desirability of 

certain of the predicted innovations. Although it 

has, historically, been very difficult to foresee the 

precise results of scientific research, some of the 

anticipated innovations (e.g. nanoscale genetic 

therapies) may not be welcomed across all sec-

tions of society. Discussions should focus on the 

process and speed of technical modernisation; the 

increased number of components and complexity 

of nanosystems; changes in the interface between 

humans, machines and products; and the ethical 

boundaries of intervention into the environment and 

living systems (such as possible changes in human 

development and the inability to predict transfor-

mations to the human environment). 

■ Risk characterisation: Knowledge is needed about 

Frame Two’s nanoscale components and nano-

systems as they will display higher dynamic cha-

racteristics and complexity. Currently this frame is 

also characterised by additional uncertainty and 

ambiguity because so little is known about most of 

these active nanosystems and their applications.

■ Strategies: Stakeholders need to knowledgeably 

discuss the ethical and social implications of these 

advances for individuals and institutions, and there 

is a need to build institutional capacity to address 

unexpected risks. Projected scenarios are needed 

to explore plausible (as well as implausible) links 

between the proposed applications and potential 

social, ethical, cultural and perception threats. Strat-

egies will also need to anticipate and account for 

statements and actions by public opponents to par-

ticular applications. Above all, the pre-appraisal pro-

cess will need to be undertaken separately for each 

particular nanotechnology application under review.

■ Potential conflicts: The primary concern of Frame 

Two is that the societal implications of any unex-

pected (or expected but unprepared for) conse-

quences and the inequitable distribution of benefits 

may create tensions if not properly addressed. 

These concerns about technological development 

may not be exclusively linked to nanotechnology 

but are at least partially associated with it (e.g. con-

verging technologies) and will affect stakeholder 

perceptions and concerns.
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The risk appraisal phase:  
assessing risks and societal 
concerns
Risk appraisal is the second phase of the IRGC risk 

governance framework and involves assessing risks 

(related to hazard, exposure and risk) and societal con-

cerns (including how risk is perceived and what stakehol-

ders are concerned about). For passive nanostructures, 

risk assessment is paramount, as product development 

and application is moving faster than risk assessors can 

appraise new risks.

For active (Frame Two) nanostructures and nanosys-

tems, understanding society’s concerns has prior-

ity because the products are more complex and have 

broader implications. Even though relatively little tech-

nical knowledge is available now, some stakeholders 

may be more concerned with the social desirability and 

potential implications of future innovations. 

The results of IRGC’s appraisal of nanotechnology’s risks 

were summarised in this Policy Brief. Individual countries 

will want to conduct their own risk appraisals, not least 

because much of the knowledge generated will be con-

text-specific, particularly regarding societal concerns.

The tolerability and acceptability 
judgement phase
In the third phase of the IRGC risk governance frame-

work, policy makers need to determine which nanotech-

nology applications would be considered acceptable or 

tolerable by society. These judgements will, most proba-

bly, not be uniform throughout society and are also likely 

to be different for specific nanotechnology applications. 

One approach is to match the probability of an adverse 

event against the extent of the consequences of such 

an event. Risky activities deemed acceptable would 

include those with a low probability of occurrence and 

limited consequences, and would include use of most 

nanosized materials that occur in nature where chemical 

composition determines properties.

As both occurrence probability and the scope of conse-

quences increase, risk enters into the ranges of 

■ tolerable, with the need for management to reduce 

it to the “as low as reasonably possible” level. This 

may include some engineered nanostructures;

■ intolerable, as in the case of explosive nanomateri-

als designed to be used for other purposes; and

■ undefined, as in the case of brain modification.

Making these distinctions, especially in the context of 

insufficient scientific evidence, is one of the most dif-

ficult tasks of risk governance, although collaborative 

processes for making these kinds of choices have been 

used to tackle other contentious issues for which there 

is incomplete information and high uncertainty. To be 

ultimately successful, a combination of technical data 

and multi-stakeholder (especially public) inputs should 

be part of the process. The total absence of technical 

data concerning some potential applications which are 

still some years from being developed into final products 

makes these judgements very difficult. 

The next task is risk characterisation and risk evaluation. 

This involves identifying the scientific- and values-based 

evidence about a risk, and evaluating it by balancing 

the levels of tolerability or acceptability within societal 

norms. This process guides risk managers towards risk 

governance decisions that are practicable and account 

for the views and needs of different stakeholders.

Risks can be categorised in terms of what is known 

about them, how well the cause and effect relation-

ship is understood, and how controversial and ethically 

challenging the risk is perceived to be by stakeholders. 

Applying this approach allows the initial categorisation 

of any risk into four groups: Simple, Complex, Uncertain 
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and Ambiguous and the development of appropriate 

risk governance responses.

Most Frame One applications, including naturally oc-

curring nanomaterials, fall into the category of simple 

or simple to complex risks. Frame Two applications are 

characterised by both uncertainty (being more complex 

and unsteady, and in addition – at the present time –  

having insufficient or unclear scientific knowledge about 

the risks) and ambiguity (differences in how information 

may be interpreted due to different values and concerns).

Making these distinctions is vital, both to assure ap-

propriate regulatory input and risk management strate-

gies and to engage broad stakeholder debate early in 

areas where debate can be most sensitive or beneficial. 

However, given the dynamic nature of nanotechnology 

development and the many different countries involved 

in it, there is no one governance approach than can ad-

dress all issues. Decision makers will need to recognise 

that societal concerns will vary among groups and over 

time, and that the body of knowledge will continually  

expand. It may therefore be easier to identify the do-

minant rather than the single category before deciding 

how to proceed; it will also help to ensure that decisions 

can be revisited as new knowledge emerges.

The risk management phase: 
strategies for Frame One and  
Frame Two
Risk management, the final phase of the risk governance 

framework, requires the selection of strategies designed 

to reduce or transfer risks that have been judged to be 

tolerable and to decide how to prevent the occurrence 

of risks that have been deemed intolerable. For both of 

the IRGC frames there are factors particular to nano-

technology that will impact on the choice of measures.  

These include: 

■ Nanotechnology is multidisciplinary, cross-sectoral 

and involves multiple stakeholders.

■ Consistent participation of all actors involved in 

nanotechnology research, development and appli-

cation is required.

■ Most Frame Two nanotechnology applications 

can be characterised as more or less complex, 

uncertain or ambiguous. This characterisation may 

change over time as new knowledge emerges.

■ The risk management approach must be adapta-

ble to the availability of new knowledge and chan-

ging circumstances, have the flexibility to allow for 

necessary corrections, and include contingency 

plans for dealing with a wide variety of risk scena-

rios that would include changes in available scien-

tific evidence and potential effects on the economy, 

society and the political arena.

The adoption of a strategy for the risk governance of 

nanotechnology requires that decision makers distin-

guish between Frame One and Frame Two, designing 

risk management and communication programmes 

that promise adequate and effective strategies for each 

frame. Currently, because there is so little actual data 

on which to base management decisions, much of the 

management focus must be on ensuring the adequacy 

of risk assessment and risk evaluation activities (see 

Table 1, next page).
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Risk 
Frames

Hazard Exposure Risk

Frame One ■ Testing strategies for 
assessing toxicity and eco-
toxicity;

■ Best metrics for assessing 
particle toxicity and eco-
toxicity;

■ A nomenclature which 
includes novel attributes, 
such as surface area;

■ Pre-market testing, full 
lifecycle assessment and 
consideration of secondary 
risks;

■ Disposal and dispersion 
methods for nano-engineered 
materials;

■ Development of waste 
treatment strategies;

■ Collection of best available 
data.

■ Exposure monitoring 
methodologies; 

■ Methods for reducing 
exposure and protective 
equipment;

■ Collection of best available 
data.

■ Risk assessment 
methodologies;

■ Guidelines and best practices 
made available internationally;

■ Evaluation of the probability 
and severity of risks, including 
loss of benefits;

■ Balanced knowledge-based 
communication and education 
of EHS and ethical, legal and 
social issues (ELSI), including 
uncertainties and ambiguities;

■ Collection of best available 
data. 

Frame Two 
(in addition 
for those for 
Frame One)

■ Identify the hazards caused 
by the emerging behaviour of 
nanosystems

■ Identifying the hazards using 
scenarios.

■ Matrix for assessing the 
identified hazards.

■ Estimation of exposure to 
active nanostructures and 
nanosystems

■ Estimation of exposure 
for events with great 
uncertainties using methods 
such as causal chain.

■ Identifying, communicating 
and educating others on EHS, 
ELSI, human development 
implications (HDI) and political 
and security issues (PSI); 

■ Developing capacity to 
address uncertain/ unknown 
and ambiguous developments 
at national and global levels;

■ Identifying and analysing 
highly controversial 
developments.

Table 1

Key Risk management 
needs for the two 
Nanotechnology Risk 
Frames
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Overall, IRGC recommends the adoption of an approach 

emphasising “robustness” for Frame One applications, 

seeking to understand and – as far as possible – reduce 

the potential hazards posed to human health and the 

environment. For Frame Two applications, we recom-

mend an approach that is both robust and resilient, with 

a strong effort by risk managers to build institutional and 

societal capabilities to deal with their uncertain effects. 

This must involve identifying and addressing, through 

careful communication and dialogue, the potential soci-

etal controversies that Frame Two applications are likely 

to cause.

The importance of context

Whilst IRGC emphasises the importance of interna-

tional collaboration and, if possible, harmonisation of 

risks governance approaches for nanotechnology, we 

recognise that the risk governance process cannot itself 

be standardised. Many external factors impact on it, as 

summarised in Figure 2 below:

Actor Network

Social Climate

Political, Regulatory Culture

International Context

Core Risk Governance
Process
(pre-assessment, risk appraisal,
tolerability/acceptability
judgement, risk management,
communication)

Organisational Capacity
(assets, skills, capabilities)

(politicians, regulators, industry/
business, NGOs, media, public)

(trust in regulatory institutions,
perceived authority of science,
civil society involvement)

(different regulatory styles)

(collaboration and competition,
common challenges, leveraging)

Figure 2

Contextual factors 
impacting on the risk 
governance process 
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As we have already made clear, many organisations 

– governments, regulators, industry, academia, non-

governmental organisations, and others – are contained 

within the network of actors which is influencing and will 

be influenced by the future development of nanotech-

nology. Nanotechnology’s global nature requires that 

the network in its entirety should have the capacity to 

create and execute an effective and global approach 

to nanotechnology risk governance. In turn, this means 

that each organisation must have the resources and 

knowledge to be able to fully undertake its individual 

part in the process.

Annex 3 contains some recommendations for actions 

by individual stakeholder groups. How each approaches 

its role is influenced by many other contextual fac-

tors. These include what IRGC calls the social climate 

(which includes such key variables as the willingness to 

accept risk and the extent to which science is trusted 

by the public) and the political and regulatory culture 

– countries and individual companies pursue different 

pathways in dealing with risk.

Conclusion
In this appendix we have sought to introduce the IRGC’s 

risk governance framework and to show how it may 

be applied to the many and diverse risks associated 

with nanotechnology. The IRGC framework offers an 

approach that is both comprehensive and flexible and 

thus enables in-depth understanding of the various 

issues raised by and related to nanotechnology. 

Nanotechnology Risk Governance
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Risk governance recommendations for passive nanostructures (Frame One)

Hazard Recommendations
■ Testing strategies for assessing 

toxicity and eco-toxicity.

■ Best metrics for assessing particle 
toxicity and eco-toxicity.

■ A nomenclature which includes 
novel attributes, such as surface 
area.

■ Pre-market testing, full lifecycle 
assessment and consideration of 
secondary risks.

■ Disposal and dispersion methods 
for nano-engineered materials.

■ Development of waste treatment 
strategies.

Exposure Recommendations
■ Exposure monitoring 

methodologies.

■ Methods for reducing exposure and 
protective equipment.

Risk Recommendations
■ Risk assessment methodologies.

■ Guidelines and best practices 
available internationally.

■ Evaluation of the probability and 
severity of risks, including loss of 
benefits.

■ Balanced knowledge-based 
communication and education 
of environmental, health and 
safety (EHS) and ethical, legal 
and safety issues (ELSI), including 
uncertainties and ambiguities.

Institutional Recommendations
■ Systematic liaison between government and industry.
■ Sufficient resources and capabilities for conducting concern assessments along with risk assessments.
■ Information for consumers enabling them to make informed choices. 
■ Transparent decision-making processes for research and development (R&D) and investment. 
■ Non-proprietary information on test results, impact assessments and their interpretations on the internet. 
■ Systematic feedback about the concerns and preferences of the various actor groups and the public at large.
■ Incentives for promoting and sustaining international cooperation.
■ Critical examination of intellectual property rights for basic natural processes and structures.

Risk Communication Recommendations
■ Information about the benefits and non-intended side effects. Communication tools include: internet-based 

documentation of scientific research, product labelling, press releases and consumer hot lines.
■ Public information on the principles and procedures used to test nanotechnology products, to assess potential health or 

ecological impacts and to monitor the effects.
■ International disclosure of risk information by large transnational companies (not competitive information).
■ Risk communication training courses and exercises for scientists.
■ Integrated risk communication programmes for scientists, regulators, industrial developers, representatives of NGOs, the 

media and other interested parties.

Transboundary Recommendations
■ Incentives for all countries to participate in risk governance. Possible tools include: policies by insurance companies, 

certification programmes, education programmes, R&D programmes, response to disruptive technological and 
economical developments, and international studies on cost and benefit/risk analysis.

■ Explore the role of international organisations, international industry and academic organisations and NGOs. 
■ Public-private partnerships when participants are reluctant to adopt protective measures. Possible methods include: 

government standards and regulations coupled with third party inspections and insurance.
■ Global communication of international standards and best practices to both developing and developed countries in a 

reasonable timeframe.
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Risk governance recommendations for active nanostructures (Frame Two) 
(in addition to those for Frame One)

Hazard Recommendations
■ Identify the hazards caused 

by the emerging behaviour 
of nanosystems

■ Identifying hazards using 
scenarios.

■ Matrix for assessing the 
identifi ed hazards.

Exposure Recommendations
■ Estimation of exposure to 

active nanostructures and 
nanosystems

■ Estimation of exposure for 
events with great uncertainties 
using methods such as causal 
chain.

Risk Recommendations
■ Identifying, communicating and educating 

others on environmental health and safety 
(EHS) risks, ethical, legal and social issues 
(ELSI), human development implications (HDI) 
and political and security issues (PSI).

■ Developing capacity to address uncertain/ 
unknown and ambiguous developments at 
national and global levels.

■ Identifying and analysing highly controversial 
developments.

Institutional Recommendations
■ Communication platforms that help address the purposes for future technologies. 

■ Common scenario development exercises for future applications of nanotechnology.

■ Common rules and standards for potentially high-impact, long-term projects for nanotechnology.

■ A process of periodic review of national and international institutional frameworks. 

Risk Communication Recommendations
■ Debate on the desirability of special applications of nanotechnology in the light of ethical and social issues. 

Risk governance recommendations 
for active nanostructures (Frame Two) 

A N N E X  2
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Recommendations for stakeholder groups

Stakeholder Recommendations

Government ■ Support research and development (R&D) for environmental, health and safety (EHS) risks, 
education, ethical, legal and social issues (ELSI), human development implications (HDI) and 
political and security issues (PSI) and integrate the results into the planning of large research and 
development (R&D) projects and planning for nanotechnology investments.

■ Prepare and implement a new risk governance approach based on adaptive corrections at 
the societal system level. In the short-term and when suitable, adapt existing legislation to 
nanotechnology development.

■ Build capacity to address accidents and other unexpected situations.

■ Provide incentives to reduce risks; for example, developing nanotechnology applications which 
replace polluting materials with green substitutes.

■ Prepare long-term plans and scenarios of nanotechnology development, and develop 
anticipatory measures in risk governance on this basis. Evaluate the relationship between 
regulations and innovation.

■ Support studies on the implications of nanotechnology on existing national legislation, 
professional codes, nomenclature and standards, human rights and international agreements. 
Support the use of metrology in risk governance decisions.

■ Address equal access to nanotechnology benefits and equity issues in society.

■ Prepare longitudinal surveys (of six to twenty four months) on public perception.

■ Develop a communication strategy to keep industry, end-users and civil organisations informed 
about representative developments and EHS aspects of the new technology. Consider 
establishing a clearinghouse information role for government organisations.

■ Facilitate public participation in addressing social impacts and ethical considerations.

■ Adopt transparent oversight processes with public input.

■ Encourage international collaborations in risk governance.

Industry ■ Adopt self-regulations that can be implemented faster (in few years) than regulations (generally 
requiring about 10 years from genesis to application). A focus should be on best practices for 
risk governance.

■ Public disclosure of testing and possible risks of nanomaterials.

■ Assess potential implications and scenarios of nanotechnology development for potential 
response in the preparation of the workforce, investment needs, and measures for disposal of 
used products. Earlier in technology development, one should evaluate the risk to researchers, 
other workers, and waste handlers.

■ Develop mechanisms to exchange information with other industries, academia, public, and 
government.

Nanotechnology Risk Governance
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A N N E X  3

Stakeholder Recommendations

International 
organisations

■ Promote communication between governments, business and non-government organisations in 
various countries

■ Encourage and support coherent policies and regulatory frameworks for nanotechnology.

■ Establish shared data bases for EHS/Education/ELSI results and develop programmes for 
periodical exchanges of information.

■ Support studies on macroeconomic trends, trade implications and avoiding possible 
international disruptions, particularly for developing countries that do not have the capacity to 
fully protect their interests.

■ Coordinate intellectual property issues for nanotechnology.

■ Establish certification programmes for risk governance in an organisation.

■ Connect risk management practices to international practices and standards (ISO).

Academia ■ Conduct research for physico-chemical knowledge, EHS risks, ELSI and on new methods for risk 
analysis and management specific for individual nanotechnology applications.

■ Educate a new generation of nanotechnologists sensitive and knowledgeable about risk 
governance, in the context of converging technologies (nano, bio, info, cognitive) and 
international relations.

■ Conduct public outreach and engagement; participate in public debates on nanotechnology and 
its benefits and risks. 

■ Engage impartially in risk related issues, without bias towards industry interests or pressure 
group values.

User, public, 
NGOs and civil 
organisations

■ Serve a watchdog function for the impacts and effects of nanotechnology applications over 
research laboratories, industry production, consumer preferences, transportation, and environment.

■ Create user organisations to clearly articulate the needs of users and those potentially at risk 
with respect to applications, uncertainties and the implications of nanotechnology in both the 
short- and long-term.

■ Develop continuous channels of communication with industry, academia, and government.

■ Participate in processes designed to address social impacts and ethical considerations.
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